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In recent years, a number of controversial programs initiated by the United 

States administration under the auspices of its post-9/11 “war on terrorism” 

have come to light. These include the program to transfer detainees taken 

into custody by American forces to third countries, where the detainees 

were exposed to brutal and invasive forms of interrogation.1 Attempts to 

question the legality of such executive steps in the courts have encountered 

several hurdles, which in practice have prevented further legal proceedings 

and adjudication. One of the more prominent of these hurdles is the state 

secrets privilege recognized in the United States legal system.

Originally, the privilege was designed to enable the administration not 

to disclose certain evidence during civil legal procedures if the disclosure 

was likely to harm national security. Even under the privilege’s original 

formulation by the Supreme Court in the 1950s, almost complete deference 

was given to the interests of the government. Moreover, federal courts 

have interpreted the privilege very broadly in recent years, determining 

that the government is not required to invoke the privilege with regard to 

any particular piece of evidence. Instead, in several cases the courts have 

accepted the government’s request to dismiss lawsuits at the outset without 

Galit Raguan holds a Doctor of the Science of Law and is an Attorney at the Department 

of Special International Affairs at the Israeli Ministry of Justice. This essay is based 

on an earlier article: Galit Raguan, Masquerading Justiciability: The Misapplication 

 !"#$%$&"#&'(&$)"*(+,+-&.&"+/"0 1%2&3",4"5&66&)&/"7"8&9&'$+ /)"!( 2"%": 26%(%$+,&"

Perspective, 40 GEORGIA. JOURNAL OF INTERNATIONAL & COMPARATIVE LAW 423 (2012). 

This essay expresses solely the author’s personal opinion.



122  I  Galit Raguan

any substantive adjudication because of the risk that, should the court allow 

the proceedings to continue, secret evidence might be revealed.

The application of the state secrets privilege in such a broad manner 

raises serious questions relating to fundamental principles of the American 

legal tradition. In practice, this barrier to the adjudication of legal disputes, 

which is seemingly procedural in nature, provides the government with 

immunity from judicial review of the administration’s policy on security 

matters. As a result, not only are the interests of individual plaintiffs harmed, 

but the ability to determine in the courts whether or not the actions of the 

administration conform to its legal obligations is undermined. This essay 

contends that a narrower application of the state secrets privilege is called 

for, one that allows for the balancing of the privilege against other interests, 

including justice and the search for the truth. In this context, the experience 

 !"#$%"&#'#%" !"()*'%+","'- #$%*")#'#%"!'./-0"1/!2.3+#"+%0'+".$'++%-0%)"4/#$"

respect to national security – may be instructive, and could perhaps assist in 

tailoring a more balanced mechanism in the United States for the protection 

of state secrets.

The State Secrets Privilege

The state secrets privilege is an evidentiary, judge-made doctrine (i.e., 

developed by the federal courts rather than set in legislation) most commonly 

attributed to the 1953 Supreme Court ruling in ;/+$&3"#$%$&)",4"8&</ -3).2 In 

that case, the widows of three civilians working for an Air Force contractor 

sued the federal government for the deaths of their spouses in the crash of a 

military aircraft. During the discovery stage, the Air Force refused to reveal 

various materials pertaining to the investigation of the event, claiming that 

this was necessary to safeguard national security and military secrets. The 

case ultimately reached the Supreme Court, which determined that the 

government’s claim should be recognized and that non-disclosure of certain 

information is to be allowed if disclosure is likely to harm national security.3 

Under 8&</ -3), when a court examines the government’s claim to 

privilege, the court must also weigh the plaintiff’s need for information. The 

5 *%")/0-/2.'-#"#$%"6+'/-#/!!7)"-%%18"#$%"5 *%"#$ * 30$+9"#$%". 3*#"53)#"

investigate the claim to privilege. Nevertheless, in the event that the court 

accepts the government’s claim, the privilege is absolute.4 The state secrets 

doctrine applies to civil proceedings, i.e., both in non-criminal lawsuits 

against the state (including constitutional and administrative matters) and 



  The State Secrets Privilege  I  123

/-")3/#)"/-: +:/-0"#4 "6*/:'#%"6'*#/%)8"4$%*%"#$%"0 :%*-5%-#")%%)"2#"# "

intervene and raise the state secrets privilege claim.5 

Thus, Supreme Court precedent recognizes the possibility that the 

government can be exempt from disclosing particular information, should 

its exposure harm national security, and in 8&</ -3) the exposure of certain 

5'#%*/'+)";#$%"/-:%)#/0'#/:%"*%6 *#" !"#$%"6+'-%".*')$"'-1"'!21':/#)")3<5/##%1"

by crew members who survived the crash) was indeed prevented. By contrast, 

in legal proceedings that have taken place in recent years in the United 

States, the government has sought dismissal of lawsuits – some against 

private parties rather than against the government itself – on the basis of 

the claim that hearing the suit at all is impossible given the concern that 

sensitive information might be revealed. The federal courts’ willingness 

to accept this claim, as was the case in Jeppesen (discussed below), is too 

broad an expansion of the state secrets privilege that in practice protects 

the government from judicial review and exacts a heavy toll on those who 

have allegedly been harmed by the government.

Mohamed v. Jeppesen Dataplan, Inc.

In 2006, President Bush revealed that detainees taken into custody by the 

United States had been transferred to third countries for interrogation as 

part of the Extraordinary Rendition Program.6 Had these detainees been 

$%+1"/-" !2./'+"=-/#%1"&#'#%)"1%#%-#/ -"!'./+/#/%)8")3.$"')">3'-#'-'5 "?'98"

Cuba, or on American soil, they would have been subject to various forms 

of legal protection, oversight by certain bodies, and access to federal court. 

By contrast, detention in secret facilities in countries such as Morocco, 

Afghanistan, and Egypt apparently facilitated the subjection of detention 

conditions and interrogation methods that do not meet international or 

American standards.7

The plaintiffs in Jeppesen,8 citizens of different countries, were apprehended 

in various locations around the world. According to the plaintiffs, they were 

moved to interrogation facilities outside the United States, where they were 

detained under harsh conditions, beaten, threatened with death, and subjected 

to various interrogation methods constituting physical and mental abuse, and 

even torture.9 Based on openly published information, the plaintiffs concluded 

that they were subject to the United States’ Extraordinary Rendition Program. 

They sued Jeppesen Dataplan, Inc., a Boeing subsidiary that was alleged in 

#$%". 56+'/-#"# "$':%".'**/%1" 3#"#$%"@/0$#)"'< '*1"4$/.$"#$%"6+'/-#/!!)"4%*%"
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moved to those third countries. The plaintiffs claimed that the defendant 

knew or should have known that they would be subjected to torture, and 

therefore bore responsibility for what had happened to them. In order to 

establish their claim the plaintiffs submitted hundreds of public documents, 

/-.+31/-0"#$%"2-1/-0)" !"'-"/-:%)#/0'#/ -"<9"#$%"A 3-./+" !"B3* 6%"'-1"#$%"

European Parliament, as well as foreign governments and agencies, from 

which it was possible to learn about various aspects of the program.

Following earlier rulings by the district and appellate courts,10 the case 

was eventually brought before an expanded panel of the appellate court. A 

5'C */#9" 6/-/ -" !"2:%"C310%)8"C /-%1"<9"'"C310%"/))3/-0"'")%6'*'#%". -.3**/-0"

opinion, determined that even though the existence of the program in and 

of itself was not a state secret, the landmark 8&</ -3)"ruling compelled the 

court to dismiss the suit outright because there was no practical possibility of 

litigating the case and examining the liability of Jeppesen without creating an 

3-C3)#/2%1"*/)D"#$'#")#'#%")%.*%#)"5/0$#"<%"%E6 )%1F"G$%"1%./)/ -"# "1/)5/))"

the lawsuit was given despite the fact that the majority was ready to assume 

#$'#"-%/#$%*"#$%"6+'/-#/!!)"- *"#$%"1%!%-1'-#"4 3+1"-%%1".+'))/2%1"%:/1%-.%"

to prove their case.11

Had the court determined that the defendant could not present a proper 

1%!%-)%"4/#$ 3#"-%%1/-0".+'))/2%1"%:/1%-.%8"#$%"1/)5/))'+" !"#$%"+'4)3/#"

would have been understandable. Fundamental principles of justice require 

that people be given the opportunity to defend themselves against legal 

proceedings and use exculpatory evidence. But the majority in this case 

4')"4/++/-0"# "*%. 0-/H%"#$'#"#$%"6'*#/%)"'66'*%-#+9"1/1"- #"-%%1".+'))/2%1"

information to establish their case. The concern was that sensitive information 

would inadvertently come to light in the course of the proceedings. According 

# "#$%"5'C */#9" 6/-/ -8"#$/)". -.%*-"C3)#/2%1"#$%"1/)5/))'+" !"#$%")3/#F

I"5/- */#9" 6/-/ -" !"2:%"'11/#/ -'+"C310%)"!%+#"#$'#"/#"4')"/-'66* 6*/'#%"

to invoke the state secrets privilege at the beginning of the proceedings as 

a reason for dismissal because the state secrets privilege is fundamentally 

%:/1%-#/'*9"/-"-'#3*%"'-1"4')"1%)/0-%1"# "'++ 4"- -J1/).+ )3*%" !")6%./2."

evidence. The minority opinion reasoned that it was therefore improper 

to exempt the government (or any third party) entirely from presenting its 

defense since allowing this effectively renders the state secrets privilege a 

doctrine of immunity. The minority judges dug through the many documents 

)3<5/##%1"<9"#$%"6+'/-#/!!)"'-1"6 /-#%1"# "#$%"3-.+'))/2%1"1 .35%-#)"#$'#"

seemingly supported the plaintiffs’ claims, thereby attempting to show 
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that it was improper to dismiss the suit at this preliminary stage without 

'++ 4/-0"#$%"6+'/-#/!!)"# "'##%56#"# ")3<)#'-#/'#%"#$%/*".')%" -"3-.+'))/2%1"

information, especially in light of the serious implications for the plaintiffs 

of preventing their access to the courts.12

From an Evidentiary Privilege to Executive Immunity 

From the discussion above it would appear that the main disagreement 

between the majority and minority opinions in Jeppesen was over when to 

invoke the state secrets privilege. While the majority felt it could be raised 

at the outset, as a reason to dismiss the suit and avoid having to present a 

1%!%-)%8"#$%"5/- */#9"!%+#"#$'#"#$%"1%!%-1'-#"2*)#"$'1"# "6*%)%-#"/#)"1%!%-)%"

and invoke the state secrets privilege only with regard to certain evidence 

that, according to the government, could not be revealed. However, all the 

judges on the Jeppesen panel were in agreement that the case involved state 

secrets that could not be revealed during the proceedings. If so, why is the 

Jeppesen"*3+/-0") "#* 3<+/-0K

L-%"5/0$#"'*03%"#$'#"#$%"'66* '.$" !"#$%"5'C */#9"/)"#$%"5 *%"%!2./%-#"

one. If the plaintiffs are expected to inevitably hit a brick wall at a later 

)#'0%" !"#$%"6* .%%1/-0)","%F0F8"'#"'"6 /-#"4$%-"#$%9"4/++"-%%1".+'))/2%1"

evidence that they will be unable to attain – why waste time and resources 

 -"$ +1/-0"#$%"6* .%%1/-0)"# "<%0/-"4/#$K"()-7#"/#"6*%!%*'<+%"# "1/)5/))"#$%"

)3/#" 3#*/0$#K"G$%")/56+%"'-)4%*"/)"- 8"! *")%:%*'+".*3./'+"*%') -)F

First, it is impossible to know with certainty that the plaintiffs would need 

.+'))/2%1"/-! *5'#/ -"# "%)#'<+/)$"#$%/*".+'/5)";'-1")/5/+'*+98"#$'#"#$%"1%!%-1'-#"

4 3+1"-%%1".+'))/2%1"/-! *5'#/ -"# "%)#'<+/)$"/#)"1%!%-)%MF"(#"5'9":%*9"4%++"

<%"#$'#"#$%".')%". 3+1"$':%"<%%-"$%'*1"4/#$ 3#"*%) *#/-0"# "'-9".+'))/2%1"

evidence; indeed, this was the starting point of the majority opinion. The 

decision to dismiss the suit outright was designed to preempt the unintentional 

1/).+ )3*%" !".+'))/2%1"/-! *5'#/ -"13*/-0"#$%"+%0'+"6* .%%1/-0)8"4$/.$".'-"

be complex and involve a plethora of information. This is a conservative 

approach, which to a large degree questions the government’s and the court’s 

ability to conduct themselves responsibly and professionally when handling 

sensitive information. As a result, the plaintiffs’ right to have their dispute 

heard by the courts is dealt a fatal blow. The plaintiffs themselves – not the 

government – are forced to pay the price of protecting state secrets.

Beyond the harm to the individual plaintiffs’ interests, which one might 

'*03%"/)"C3)#/2%1"4$%-"<'+'-.%1"'0'/-)#"#$%"$'*5"# "#$%"0 :%*-5%-#")$ 3+1"
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it fail to maintain its secrets, the judiciary’s ability to examine the legality 

of the Executive’s actions is also severely impaired. Revealing details about 

the Extraordinary Rendition Program, as used by the Bush administration, 

4 3+1"5 )#"+/D%+9"$':%"$'1"6 +/#/.'+"'-1"1/6+ 5'#/."*'5/2.'#/ -)F"I#"#$%"

same time, however, there are important legal questions at the very core 

of the program as well, such as: was the United States entitled to transfer 

people it had detained to foreign countries for interrogation, and if so, under 

4$'#". -1/#/ -)K"N/1"#$%"/-#%** 0'#/ -"5%#$ 1)"# "4$/.$"#$%"1%#'/-%%)"

4%*%")3<C%.#%1"'5 3-#"# "/56* 6%*"#*%'#5%-#" *"%:%-"# *#3*%K"(!") 8"4')"/#"

the United States’ active obligation to ensure that such methods would not 

<%"3)%1"<%! *%"/#"*%-1%*%1"#$%"1%#'/-%%)"# "#$%)%"! *%/0-". 3-#*/%)K"G "#$%"

extent that the government promotes a policy that is not in keeping with 

the country’s legal obligations and profoundly harms individuals’ basic 

rights and liberty, there is tremendous importance to bringing the practice 

to a halt and to a judicial declaration that such a practice cannot continue 

in a democratic society.13

There are other advantages inherent in allowing judicial proceedings 

to proceed, to the extent possible, instead of a clumsy and unduly broad 

application of the state secrets privilege. By their nature, legal proceedings 

air other important details about the government’s practices, contributing to 

lively public debate and a reexamination of policy by government bodies, 

which could lead to improvements and reforms. Furthermore, holding 

proceedings could create opportunities for reaching a settlement between 

the parties. Aside from the advantages outlined above, there is a glaring 

disadvantage to the approach that allows the outright dismissal of a case on 

the basis of a general claim that it is impossible to hold a hearing without 

endangering state secrets: namely, that the government does not assume any 

risk under such a legal approach. Essentially, there is no cost to advancing 

the argument as a threshold claim because the government always retains 

the right to invoke its privilege later on in the proceedings with regard to 

particular pieces of evidence. Therefore, the approach fails to provide any 

incentive to the government to limit the use of the doctrine as much as 

possible; in fact, it does just the opposite.

Despite the considerations justifying a narrower approach to the state 

secrets privilege – one that allows the state to invoke the privilege only 

:/)JOJ:/)")6%./2."%:/1%-.%"*'#$%*"#$'-"'"#$*%)$ +1".+'/5"! *"1/)5/))'+" !"

the legal proceeding as a whole – one must recognize that there may still 
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be many cases in which legal challenges will fail because of the inability to 

reveal information that includes or touches upon state secrets. This is partly 

as a direct result of the 8&</ -3) ruling that holds that when the court is 

convinced that certain items of evidence do indeed involve state secrets, 

absolute privilege is extended even if such items of evidence are crucial to 

one of the parties. Therefore, it is not enough to adopt a narrower approach 

to the state secrets privilege than the one advocated by the government 

;'-1"'!2*5%1"<9"#$%"Jeppesen majority), although adopting such a stance 

is desirable given the current state of affairs. In addition, what is needed is 

a reexamination of the 8&</ -3) ruling itself and a reconsideration of the 

balance that perhaps ought to be struck in American courts between the 

protection extended to state secrets and other important interests.

An Alternative Model to the State Secrets Privilege: A Glance 

at the Israeli Experience

In practice, the Jeppesen ruling forces the plaintiffs themselves to bear the 

cost of protecting national security in the sense that it prefers to block the 

possibility of holding legal proceedings at all rather than run the theoretical 

risk that sensitive information might be revealed during the proceeding. But 

#$%*%"/)"'- #$%*"1/!2.3+#9"/-"#$%"'66+/.'#/ -" !"#$%")#'#%")%.*%#)"6*/:/+%0%"/-"

the United States as formulated in the 8&</ -3)"ruling, which concluded that 

when the court is convinced that certain information amounts to state secrets, 

the protection extended to that information is absolute and the court does not 

have discretion over whether to allow its disclosure. The courts’ discretion 

is thus limited only to determining whether certain materials should enjoy 

the state secrets privilege. Once the courts are convinced that the doctrine 

applies, the information cannot be disclosed. Thus, the Supreme Court of 

the United States grants an obvious advantage to the government’s interests.

This all-or-nothing model, providing absolute protection to the government’s 

interest in not revealing the information, is not the only model possible or 

even the only model in existence. In Israeli legislation a different model 

was adopted that enables a balance between the interests of the state and 

considerations of justice. In the Israeli context, the legal framework that 

enables the protection of state secrets is found in the Evidence Ordinance 

[New Version] 1971, which regulates, inter alia8"#$%"$'-1+/-0" !".+'))/2%1"

evidence.14
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Section 44 of the Evidence Ordinance states that the Prime Minister and 

P/-/)#%*" !"N%!%-)%" *"P/-/)#%*" !"Q *%/0-"I!!'/*)"5'9"/))3%"'"R.%*#/2.'#%"

of privilege” with respect to evidence whose disclosure is likely to impair 

national security or Israel’s foreign relations. In such a case, that evidence 

cannot be used in legal proceedings. Section 45 creates a similar arrangement 

for evidence whose disclosure has been determined likely to damage an 

important public interest by any other government minister. Nonetheless, 

these sections also state that the courts may order that the secret evidence 

be disclosed if it is convinced that “the need to disclose it for the purpose 

of doing justice outweighs the interest of non-disclosure.”15 To make sure 

that no sensitive information is revealed during the hearing of the request 

to remove the privilege, section 46 of the Evidence Ordinance states that 

the hearing of such a petition can be held behind closed doors and that the 

court is permitted to hear the state’s explanations ex parte. These paragraphs 

of the Evidence Ordinance apply to both civil and criminal proceedings. 

In Israel, as in the United States, a private party may request that the state 

/))3%"'".%*#/2.'#%" !"6*/:/+%0%"/-"6* .%%1/-0)"/-: +:/-0"#4 "6*/:'#%"6'*#/%)F16

Thus, the Evidence Ordinance establishes a mechanism that allows 

the courts to balance the need to prevent the disclosure of material whose 

exposure could harm state interests and the need of a plaintiff, a defendant 

– or the accused in the case of a criminal proceeding – for information in 

order to establish their claims. One may well ask how the court can compel 

the exposure of evidence when doing so would damage a critical national 

interest; does this not represent an unreasonable risk to national security, 

! *%/0-"*%+'#/ -)8"'-1" #$%*"/-#%*%)#)K"G$/)"S3%)#/ -"5'9"<%"'-)4%*%1"/-"

several ways.

First, the courts are routinely required to balance national interests, 

including those affecting national security, against other interests, such as 

the right to liberty, the right to privacy, freedom of expression, and so forth.17 

This is not unique to courts in Israel. American courts, which generally 

tend to take a more conservative approach when it comes to judicial review 

of matters seen as political in nature,18 are also often required to balance 

national security needs with other individual rights.19 There is therefore no 

C3)#/2.'#/ -"#$'#"/-"#$%"%:/1%-#/'*9"2%+1"/-"6'*#/.3+'*"'<) +3#%"6*%!%*%-.%"

will be given to the interests of the state over other interests.

Second, the Israeli courts use various tools to reduce the possible harm to 

state interests when sensitive materials are involved. At times, for example, 
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with the consent of the opposing side, sensitive information is presented 

to the court ex parte.20 While the party that cannot see or hear the evidence 

2*)#$'-1"/)")#/++"1/)'1:'-#'0%18"/!"#$'#"6'*#9"<%+/%:%)"#$'#"#$%"%:/1%-.%".'-"

support its case, one may assume that it will prefer to allow the court access to 

that information, even if in an ex parte setting, rather than have the evidence 

excluded from the proceedings altogether. Other examples of means designed 

to prevent the inadvertent disclosure of sensitive materials include: keeping 

the evidence in a secured environment at the courthouse;21 submitting rulings 

to the state before their publication;22 releasing a summary or acquiring the 

state’s consent that only the plaintiffs and their representatives with appropriate 

security clearance be able to review the sensitive information.23 It should be 

noted that special arrangements for the handling of sensitive information in 

federal criminal proceedings also exist in the American context.24

Third, the state always has the option to prevent the harm likely to be 

caused as a result of the disclosure of the information. In civil proceedings, this 

could mean reaching a settlement, whether in the form of awarding damages 

or by stopping the harmful practice.25 Such steps essentially represent the 

internalization by the state, and not (just) the individual, of the inability to 

disclose state secrets. Furthermore, the state is required to take such steps 

 -+9"/!"#$%". 3*#"2-1)"#$'#". -)/1%*'#/ -)" !"C3)#/.%". 56%+"#$%"1/).+ )3*%" !"

privileged evidence. The courts still have the discretion to determine that, 

despite its critical nature, certain evidence will remain secret, even when in 

practice this decision means that the proceeding will have to end.

Thus, it is hard to argue that the Israeli arrangement and its application 

by the courts deal Israel’s national security a fatal blow. Rather, they allow 

for a balance between the state’s interests and considerations of justice in a 

manner that is missing from the American practice of recent years. Further 

support for this position may be found in the fact that since the enactment of 

sections 44-46 of the Evidence Ordinance, this Israeli legislative arrangement 

has not been altered.

Looking Ahead

Since the Obama administration entered the White House in 2009, and contrary 

to certain expectations,26 the administration has continued to make relatively 

aggressive and extensive use of the state secrets privilege.27"&6%./2.'++98"#$%"

government continues to claim that attempts to challenge the administration’s 

national security policy should be dismissed outright on the basis of this 
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doctrine.28 In 2009, the Attorney General issued a memorandum designed 

to ensure that the doctrine be used judiciously,29 though neither the memo 

nor its application have relieved critics’ concerns.30

In this context, the initiative to regulate via legislation use of the state 

)%.*%#)"6*/:/+%0%8"2*)#"6* 6 )%1"/-"A -0*%))"/-"TUUV8"<%'*)"5%-#/ -/-0F31 The 

bill is designed to set in place a “safe, fair and responsible” mechanism for the 

invocation of the state secrets privilege,32 and seeks to confront most of the 

1/!2.3+#/%)"'*/)/-0"!* 5"#$%"6*/:/+%0%7)".3**%-#"3)%F33 However, it has failed 

to make it past congressional committee since its proposal. In the meantime, 

the state secrets privilege, as well as a number of other procedural barriers 

developed by the courts, prevents the possibility of debating and clarifying 

essential legal issues relating to national security matters.34 These issues 

4/++" !#%-"$':%"'")/0-/2.'-#"/56'.#" -"#$%"!3-1'5%-#'+"*/0$#)" !"I5%*/.'-"

citizens and others who come under American jurisdiction or control.

The United States is not the only country in the world facing challenges 

pertaining to the protection of sensitive information while conducting 

legal proceedings.35 As discussed in detail above, Israel has a mechanism, 

established through legislation, that the courts use with some frequency. 

While the legal systems in Israel and the United States are not identical and 

it is not necessarily appropriate for the United States to import the Israeli 

approach, Israel’s experience shows that even when confronting serious 

security challenges, the possibility for the state to deal with secret evidence 

differently exists. Consequently, Israel’s experience may well be helpful 

in formulating a more balanced mechanism for invoking the state secrets 

privilege in the United States.
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